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ABSTRACT
A long-standing problem in the US-Mexico bilateral agenda is migration. Although both countries have im-
portant agreements to promote economic exchange and trade, the events of 9/11 and other acts of terrorism 
have increased concerns about border security. Since the US-Mexico border is one of the most important 
borders in the world in terms of activity, securing it without interfering with the legitimate flow of people 
and goods, poses an important challenge. The purpose of this paper is to propose conceptual frameworks 
and models to facilitate collaboration across national borders, by discussing and considering key factors for 
collaborative US-Mexico Border Security Infrastructure and Systems. Border security technical solutions 
pose an interesting domain because there are a myriad of concerns (e.g., political, economic, social and 
cultural) outside the technical implementation that must be deliberated and examined. In this conceptual 
study, unique aspects of trust, governance, information sharing, culture, and technical infrastructure are 
identified as the key ingredients in a cross-border collaboration effort. A bi-national organizational network 
appears to be an effective institutional design to develop a better understanding of the problem, as well as 
required policies and technologies. This approach is consistent with experiments, research, and conclusions 
found in the European Union.
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INTRODUCTION

Cross border collaboration is required in order 
to solve the common complex problems of the 
modern world. The globalization process and 
the establishment of international free trade 
agreements are increasing the need for new 
ways to collaborate across national boundaries 
around the world. In fact, this trend has been 
transforming the mission and main objectives 
of customs administration, which now include 
promoting global competitiveness (Maldonado 
Carrasco, 2009; Vogel, Schmidt, Lemm, & 
Österle, 2008). Studying borders has a long 
tradition, and these recent phenomena, plus the 
rise of international terrorism, have renewed 
interest in border studies. For example, the North 
American Free Trade Agreement (NAFTA) 
was signed to promote commercial interchange 
between Mexico, Canada and the United States. 
Although NAFTA emphasizes free trade, the 
9/11 terrorist attacks on the US have increased 
concerns about border security and the ability 
to screen large volumes of trucks at commercial 
ports of entry. Moreover, immigration has been 
a longstanding concern for both Mexico and 
the United States. The convergence of border 
security, immigration and trade represents a 
dynamic and complex issue. Moreover, the 
political clout of local border communities, 
together with the interplay of these local in-
terests with state and federal interests has an 
impact on both the debate and implementa-
tion of policies related to this complex issue. 
The border environment has unique political, 
social and economic challenges for effective 
transnational collaboration. Thus, the value of 
investing in information systems and informa-
tion technology in the border environment lies 
in the ability to facilitate trade and maintain 
security in a politically acceptable way. In this 
sense, although introducing technologies at the 
border has the potential of transforming current 
activities (e.g., increasing competitiveness), 
the selection and implementation of informa-
tion technologies at the border is not only a 

technical-economic process, but also a social 
and political one (Dawes, Cresswell, & Pardo, 
2009; Livermore & Rippa, 2011).

In order to meet the daunting challenge 
of facilitating trade and securing borders, it is 
becoming apparent that effective border security 
can only result from effective cross-national col-
laboration (Henningsson, Gal, Bjørn-Andersen, 
& Yao-Hua, 2011). Accordingly, trust, infor-
mation sharing, technical infrastructure and 
cultural understanding become the cornerstones 
of successful cross-border collaborative efforts. 
On the basis of a literature review on border 
theory and interorganizational collaboration 
and governance, as well as fieldwork at the 
US-Mexican border, the purpose of this paper 
is to propose a process model that integrates 
technical development and policy develop-
ment process in order to facilitate collaboration 
across national borders. Our model is a feasible 
way of developing technologies that respond 
to the social, economic and political issues as-
sociated with cross-border collaboration. We 
highlight key challenges and factors that must 
be considered for collaborative US-Mexico 
Border Security Infrastructure and Systems, 
and we also discuss societal and political is-
sues involved in cross-border collaboration. 
Our guiding questions for the study are what 
is the current status of technology and systems 
infrastructure at the US-Mexico border? And 
which processes and frameworks may help 
build effective cross-national systems? Col-
laborative cross-border security infrastructure 
and systems is one aspect of Government to 
Business (G2B) interorganizational systems 
that is under-reported in the academic litera-
ture (Rukanova, van Stijn, Henriksen, Baida, 
& Yao-Hua, 2009). This paper attempts to fill 
this gap by exploring policy, managerial and 
technical challenges associated with develop-
ing such systems.

The paper is organized in five interrelated 
sections. First, we present some particularities 
of the US Mexico border and two frameworks 
to understand information sharing and collabo-
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ration at national borders. After introducing 
these frameworks, we present fieldwork and 
data to contribute to the understanding of the 
current status of border systems. As a result of 
this work, we present five key challenges for 
border security. Finally, the paper finishes with 
a proposed model to integrate policy and tech-
nology development and concludes with some 
policy recommendations and considerations for 
future research.

UNDERSTANDING 
INTERNATIONAL CROSS-
BORDER COLLABORATION

As mentioned in the introduction, border stud-
ies have a long tradition. Moreover, research to 
understand cross-boundary, inter-organizational 
collaboration has also developed a core litera-
ture. In this section of the paper, we introduce 
some context for the US-Mexico border, and 
then discuss relevant concepts and frameworks 
from border studies and cross-boundary col-
laboration literature.

The Unites States - Mexico Border

The Mexico-US border constitutes one of the 
most important borders around the world in 
terms of activity. It extends for 3,200 Km, 
involving 39 Mexican Municipalities, 25 US 
Counties and 14 twin cities, with a total popula-
tion of 10.5 million people. The border between 
the two Countries is the world’s most frequently 
crossed border with 250 million legal crossings 
and an estimated 50 million illegal crossings 
yearly. It contains 25 Ports of Entry and in 2008, 
almost 4.9 million trucks from Mexico crossed 
into the US (US Department of Transportation, 
2008). From an economic perspective, Mexico is 
the second only to Canada as the largest trading 
partner of the United States accounting for $584 
billion worth of trade annually (Kingsbury et 
al., 2002). Added to this huge volume of legal 
commerce, there is the persistent problem of 
illegal border crossings. In the first six months 
of fiscal year 2009, the Tucson sector of the 
Customs and Border Protection (CBP) detained 

over 98,000 illegal immigrants attempting to 
enter the US, which accounted for 34% of all 
illegal immigrants caught in the southwestern 
US during this time period (CBP, 2009). Ad-
ditionally, another important security-related 
border problem is related to the traffic of drug 
and guns in the border. It is estimated that every 
year approximately 18-39 billion dollars are 
moved from the interior of the United States to 
drug trafficking organizations from Colombia 
and Mexico through the US Southwest border 
(Perkins & Placido, 2010). In recent years, 
efforts from the Mexican government have 
led to an increase in drug-related violence, 
particularly close to the US-Mexico border 
(Perkins & Placido, 2010). Consequently, one 
of the most challenging and important aspects 
of border security is distinguishing “criminals” 
from non-threatening economic refugees, while 
at the same time limiting interference with legal 
and vital commerce. These statistics clearly 
demonstrate the competing interests between 
allowing access for lawful economic and im-
migration purposes and securing the border 
against illegal activity.

Border Theory

According to a recent study, border related 
research and discussion may benefit from a 
guiding framework (Brunet-Jailly, 2005). The 
Border Theory proposed by Brunet-Jailly (2005) 
suggests that there are at least four predominant 
lenses to understand national borders.

First, the theoretical framework suggests 
that there is a set of common cultural values 
related to border communities that define them 
as a localized society such as religion, a sense 
of community, or similar socio-economic back-
ground. For example, although it is common 
to stress cultural differences between Mexican 
and US counterparts across the borders, many 
of these analyses fail to recognize an important 
set of common cultural characteristics in border 
states (Velázquez García, 2008). Border States 
shared a common history until the first half of 
the 19th Century, when for different reasons, 
portions of the Mexican territory became US 
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territories and later US states. Although social 
and cultural dynamics have contributed to build 
a perception of risk associated with differences 
among border inhabitants, people from Ciudad 
Juarez, Mexico are more similar to people from 
El Paso, US (i.e., twin cities at the US-Mexico 
border) than they are to those from Mexico City.

The second component of Brunet-Jailly 
theory consists of the Political Clout of Cross-
Border Communities, composed by local civic 
and political organizations. These organizations 
and their objectives represent the main concerns 
of local communities at the border (e.g. envi-
ronmental, economic development, violence, 
drug trafficking, health or migration). The third 
component of the theory employs an Economic 
Lens, and it involves the cross-border flow of 
goods, people and investment. As mentioned 
in the introduction, the US-Mexico border 
has very intense activity in terms of the flow 
of people and goods. Moreover, because of 
the differences in labor costs and regulations 
between the two countries, an important flow 
of investment moves from the US to Mexico. 
Investment in the manufacturing industry, the 
IT services industry and the energy sector have 
contributed to increased regional economic 
integration at the border, creating what some 
authors have called a “shared space” (Washburn, 
2004). Finally, the last component of the pro-
posed border theory considers the relationships 
among private and public organizations at the 
local, state and federal level. These relationships 
constitute networks of organizations that work 
for the accomplishment of shared goals (e.g., 
monitoring environmental issues) or specific 
tasks (e.g., controlling the transit of goods or 
people).

The four lenses involved in the Theory 
of Borders proposed by Brunet-Jailly imply 
complex relationships and interactions among 
individual actors, public and private organiza-
tions as well as non-profit groups. For instance, 
the analysis of market forces and trade flows 
implies communication among immigration and 

customs authorities in both countries, private 
companies involved in economic transactions 
such as suppliers and transportation companies, 
as well as non-profit groups with concerns as-
sociated with human rights, labor rights, or the 
environment. Similarly, local, state and federal 
agencies need to coordinate with the private 
sector to find solutions to drug and guns traffick-
ing, as well as to problems of violence related 
to these activities. Problems related to such 
complex systems require innovative and flexible 
solutions, which no longer can be managed by 
the classic bureaucratic structure in government, 
but through the collaboration of organizational 
networks (Gascó, 2004; Goldsmith & Eggers, 
2004). Given the importance of information 
technologies to facilitate collaboration in-
side networks, Navarrete and her colleagues 
(2009) propose an extension of the Theory of 
Borders that includes an Information Sharing 
component, which encompasses trusted social 
networks, shared tacit and explicit knowledge, 
and an integrated data infrastructure (Dawes, 
Cresswell, & Pardo, 2009; Pardo, Gil-Garcia, 
& Luna-Reyes, 2008).

Although research on transnational organi-
zational networks is scarce, it may be similar to 
organizational networks in cross-organizational 
relationships in other policy contexts (Cress-
well, Burke, & Navarrete, 2009). Usually, these 
relationships constitute social networks in which 
individuals rely on each other to accomplish 
their goals. Trust, which comes from different 
sources and takes different forms during the 
relationship, plays an important role in these 
networks (Dawes et al., 2009; Luna-Reyes, 
Cresswell, & Richardson, 2004; Rousseau, 
Sitkin, Burt, & Camerer, 1998). Early in a 
relationship, trust is frequently built on the 
perception of risks and benefits associated with 
the interaction (i.e., calculative trust). As the 
relationship evolves, the calculative component 
is gradually substituted by a knowledge-based 
component, which involves positive and nega-
tive experiences in the interaction. Moreover, 
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at any time in the relationship, trust can be 
based on an institutional component, which is 
usually materialized in the form of contracts, 
formal agreements or legal frameworks. This 
institutional component may play an important 
role in the early stages of a relationship because 
it reduces the perception of risk or improves the 
legitimacy of the network.

Social networks also need to share 
knowledge about problems and their potential 
solutions. Knowledge has two dimensions, an 
explicit dimension, which is written in docu-
ments databases and other objects, and a tacit 
dimension, which is embedded in practice. 
This tacit dimension of knowledge is hard to be 
shared and it has the potential to be a barrier to 
knowledge sharing about a particular problem 
situation (Carlile, 2002; Luna-Reyes, Black, 
Cresswell, & Pardo, 2008). Research in the 
area suggests that effective knowledge sharing 
across cultural and organizational boundaries 
can be facilitated by Boundary Objects, which 
are “objects that are shared and shareable 
across different problem solving contexts” 
(Carlile, 2002). Examples of boundary objects 
are repositories, forms and methods, models or 
maps of boundaries.

A last component included in the frame-
work is an Integrated Data Infrastructure, which 
is frequently associated with the concept of 
interoperability. Interoperability can be defined 
as “the mix of policy, management, and tech-
nology capabilities (e.g., governance, decision 
making, resource management, standards set-
ting, and Information Technologies) needed in 
order for a network of organizations to operate 
effectively” (Pardo et al., 2008). Interoperability 
delivers value through the potential creation of 
new knowledge on the basis of the integration 
of information from multiple sources across 
organizational boundaries. In order to build 
interoperable systems, many different “bor-
ders” must be crossed (e.g. data or process 
integration).

Interorganizational Collaboration 
and Governance

As highlighted in the previous section, better 
cross-border coordination and information 
sharing constitute some of the key challenges 
for effective collaboration. In this section, we 
will introduce previous research in similar 
contexts and a model to address coordination 
and governance problems across the border.

In an attempt to respond to the challenges 
of global trade and security, the European Union 
(EU) has funded and developed the Informa-
tion Technology for Adoption and Intelligent 
Design for eGovernment project (ITAIDE). The 
main objective of the project was to develop 
innovative eCustoms solutions (Henningsson et 
al., 2011; Henningsson, Rukanova, & Hrastin-
ski, 2010; Vogel et al., 2008). The project was 
developed under the design science research 
approach, in which the research team has the 
objective of “producing theory for guided ac-
tion to achieve some expected outcome” (Tan, 
Bjorn-Andersen, & Henningsson, 2010, p. 2). 
The project involved the creation of four “Living 
Labs” in four countries in the European Union. 
Each Lab involved the collaboration of tax and 
customs administrations, IT providers, private 
companies and universities, working together 
to define problems and to develop and test fea-
sible solutions. The effort has yielded insights 
about the design of organizational, human and 
technological components of an eCustoms so-
lution, including interesting concepts such as 
a “trusted trader” (Henningsson et al., 2011), 
resource dependencies inside the organizational 
network (Henningsson et al., 2010), interdepen-
dencies and activities among different levels of 
government and interorganizational systems 
(Rukanova et al., 2009), adoption and accep-
tance of the technology (Raus et al., 2010), 
and the need of standards for interoperability 
(Vogel et al., 2008). Although the context of the 
EU is different from the US-Mexican context, 
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it is especially interesting the collaborative 
approach illustrated by the ITAIDE project as 
an alternative way to find solutions for cross-
border security.

As a result of their work in governance 
and collaboration, Ansell and Gash (2007) 
developed a model to guide the collaboration 
processes across organizational boundaries 
(see Figure 1). The model comprises five main 
components: starting conditions, institutional 
design, facilitative leadership, collaborative 
processes and outcomes.

The starting conditions refer to the main 
incentives and constraints on participating in a 
collaborative effort. These incentives are formed 
by a series of asymmetries in terms of power, 
resources and knowledge as well as previous 
history of collaboration among partners. There 
are many asymmetries in the US-Mexico bor-
der in terms of technology and power (Olson, 
2010). Understanding the differences between 
the two sides of the border plays an important 
role in developing a technical infrastructure to 
support effective collaboration. It is likely that 
the perception of the usefulness of technology 
to solve the problem will vary from one side of 
the border to the other, and also when consider-
ing different levels of government (i.e., local, 
state, federal). The history of collaboration 

between the two countries has varied over time 
from armed conflicts to close relationship of 
regular interchange. Recent bilateral agreements 
between the two countries, as well as some 
successes in in sharing information to facilitate 
the free transit of goods and people are impor-
tant signs of the intent and need to collaborate 
(Benítez Manaut & Rodríguez Ulloa, 2006). 
These international agreements constitute 
important sources of institutional trust, are a 
needed to start effective collaboration.

A second important element in the model 
considers institutional design. Such institutional 
design involves the main rules to make deci-
sions, design policies, network structure, and 
assessment mechanisms (Goldsmith & Eggers, 
2004). This element suggests that collaboration 
inside the networks needs to be managed in a 
participatory and transparent way. For example, 
US authorities may desire for Mexican authori-
ties to pre-screen people or goods attempting to 
cross the border, but the Mexican constitution 
considers free transit as a basic citizen right.1 
Solving this difference presents a clear dilemma.

A third important component of the model 
involves facilitative leadership. The role of the 
leader is important in public administration, 
particularly in contexts like the borders (Crosby 
& Bryson, 2005; Frederickson, 2005). A leader 

Figure 1. A model for Collaborative Governance. Adapted from Ansell and Gash (2007).
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in this environment has new roles to play, such 
as designing a vision, policies and learning 
processes that enable knowledge utilization 
and promotes more insightful views of a cur-
rent problem. Finally, the leader is a steward 
of the people’s needs and the broader mission 
(Bertucci, 2006).

The fourth component involves the col-
laboration process itself. The collaboration 
process depicted in Figure 1 is similar to other 
representations existing in the literature, and 
constitutes a set of virtuous cycles where col-
laboration brings trust and commitment among 
participants, and also shared understanding 
about the problem area. However, most virtu-
ous cycles are also potential traps. In other 
words, when there is no trust, people will not 
develop commitment or shared understanding, 
and it is not likely to get an outcome. Current 
research shows that the institutional component 
of trust (like the agreements between countries) 
constitutes a necessary condition, which un-
fortunately is not always sufficient. In many 
cases, trust starts building when participants 
understand the benefits of the collaboration 
and experience early positive results. In this 
way, the results from work included in Figure 
1 have proven to effectively start or accelerate 
the process of collaboration. Results from work 
not only include objects, but also the develop-
ment of capabilities to collaborate (Dawes et 
al., 2009). As we suggested in previous para-
graphs, building necessary understanding and 
trust is particularly difficult to accomplish when 
institutional designs are incompatible or even 
contradictory. Moreover, social, economic and 
political factors are all potential sources of these 
contradictions that may difficult collaboration.

The frameworks provided in this section 
provide a set of ideas to organize conversa-
tions and research related to collaboration at 
the border. Problems related to border security 
infrastructure and systems are varied and in-
clude water management, air pollution, trade 
or migration, amongst others. In this paper we 
will focus on only one of these difficult policy 

areas: migration. However, we believe that 
the general recommendations emerging from 
this analysis may apply to other problems at 
the border.

METHODS AND DATA

Migration policy and technology consists of 
both facilitating the legitimate flow of people 
and restricting the unlawful flow of individuals. 
To this end, numerous studies have proposed 
a wide range of new technologies that may 
improve border agent’s ability to detect and 
apprehend illegal immigrants, particularly the 
criminal elements (Ackleson, 2005; Bracchi, 
Cukic, & Cortellessa, 2006; Burgoon et al., 
2009). In order to better understand these tech-
nologies and their applications and as part of 
ongoing border security research, from February 
to November of 2009, we conducted an exten-
sive field study with agents from Customs and 
Border Protection, Border Patrol, Immigrations 
and Customs Enforcement, and the Federal 
Bureau of Investigation. The study began with 
a series of meetings hosted at the University 
of Arizona where representatives from the 
various agencies discussed issues they face in 
their daily work. Using the results from these 
initial meetings, we followed up with visits to 
Border Patrol’s Tucson Sector Headquarters, 
the Nogales port-of-entry, and field agent sta-
tions throughout the Tucson sector to conduct 
interviews. Interviews contained a series of 
predetermined questions as well as questions 
that were developed based upon information 
obtained during the visits.

Over the duration of the field study, we 
were granted access to 57 individuals ranging 
from high-level sector chiefs to agents working 
daily operations in the field. In order to ensure 
each agent candidly responded to our questions, 
agents were promised anonymity that was en-
forced by replacing agent names and specific 
organizations with randomly assigned interview 
numbers within the database holding interview 
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answers. The goal of each visit was to gain a 
better understanding of the conditions under 
which the US Border Patrol works as well as the 
technologies they commonly use in the field.

Finally, to wrap up the field study, we 
received several briefings from Customs and 
Border Protection agents. These briefings 
highlighted the issues customs personnel face 
as well as their many areas of responsibility. 
Again, the goal was to better understand the 
kinds of technology customs agents routinely 
use and what future technologies they would 
like to have. The following section highlights 
key technologies and challenges identified by 
border security agents who participated in the 
field study, but should not be construed as a 
comprehensive list of the technologies used by 
border security agents or as a complete list of 
the challenges they face. Instead they represent 
potential themes that are likely to come up in 
any US-Mexico collaboration efforts. We also 
include the Mexican perspective based mainly 
on current plans of the Customs Administration. 
However, the information is very limited, and 
it constitutes a current weakness of our work.

KEY TECHNOLOGIES AND 
CHALLENGES AT THE BORDER

To execute its various missions, US Customs and 
Border Protection (CBP) maintain and utilize 
several databases. The US administers the US 
Visitor and Immigrant Status Indicator Tech-
nology (US-VISIT) program, which requires 
all incoming non-immigrant aliens to submit 
to a biometric scan. The multibillion dollar 
US-VISIT program takes two index fingerprint 
images from each visa applicant and matches 
these prints against those of several hundred 
million visa holders to detect whether the new 
applicant already has a visa under a different 
identity (Wein & Baveja, 2005). Addition-
ally, CBP administers the Container Security 
Initiative, a program in which CBP inspectors 
screen US-bound marine containers at foreign 
ports of loading around the world. The Secure 

Electronic Network for Travelers Rapid Inspec-
tion (SENTRI) system allows users to generally 
bypass the inspection process. Participants must 
pass criminal background checks and pay a 
fee to enroll. Currently, over 42,000 travelers 
participate in the SENTRI program along the 
US–Mexico border, a number that has increased 
following 9/11 (Ackleson, 2005).

Finally, CBP manages an interagency 
database called E3. This database is a compre-
hensive system linking all CBP stations that 
tracks photos, fingerprints, and biographical 
information for every illegal immigrant ap-
prehended in the US. CBP uses this database 
to identify repeat offenders as well as to help 
identify criminals when they are recaptured. 
Unfortunately, additional homemade database 
systems are pervasive throughout the Border 
Security environment. Agents have developed 
limited use (primarily Microsoft Access based) 
databases to track everything from prosecution 
documents to forfeiture/vehicle seizure assets. 
Unfortunately, these databases are not linked or 
distributed and may or may not contain updated 
information. These databases often serve limited 
purposes, but may contain vital information 
that would be useful if they could be shared 
across all agencies. One of the primary goals 
mentioned by the agents interviewed was to 
consolidate databases.

The Border Patrol also operates an exten-
sive network of sensor devices comprised of 
motion, thermal, video and seismic equipment. 
Information from these devices is fed back to 
station command centers where agents moni-
tor the systems 24 hours a day, 7 days a week. 
When a sensor is “tripped” the agents focus 
resources on the area to determine the cause. In 
the border environment it is not uncommon for 
animals, including cattle, to cause the alarms 
to go off. If the agent in the command center 
is unable to determine the cause, he or she will 
direct agents to the location. Throughout the 
interviews, agents emphasized a need for better 
surveillance equipment or “smart” technology 
that will help them remotely assess causes of 
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sensor alarms. Such a system would allow 
improved utilization of human resources as it 
often takes Border Agents hours to reach the 
sensor sites.

The Border Patrol recently began employ-
ing Mobile Surveillance Systems (MSS). The 
MSS is a truck-based platform armed with 
thermal imaging, ground radar, laser range 
finder, and high-resolution video cameras. 
Unfortunately, data from the MSS is not easily 
transmitted to the nearest stations. As a result, 
these systems must be manned full time and 
nearby Border Agent activities directed by the 
MSS crew. Additionally, data from the MSS is 
not stored for future analysis. Border Agents 
would like to have the ability to forward the data 
to the Tucson Sector HQ for pattern analysis. 
Despite these shortcomings, the MSS is a valu-
able tool and accounts for a significant portion 
of all illegal crossers apprehended miles away 
from the border.

Customs also operates a variety of technol-
ogies that help them identify vehicles, people, or 
smuggled items attempting to cross the border. 
One such technology is the Automated Targeting 
System (ATS). As the cornerstone for all CBP 
targeting efforts, ATS assigns a “risk assess-
ment” to every person and container seeking 
to enter or exit the US Originally established to 
assess cargo that may pose a threat to the US, 
the Department of Homeland Security (DHS) 
has expanded its use to establish risk profiles 
for passengers and private vehicles. CBP uses 
ATS to improve the collection, use, analysis, and 
dissemination of information that is gathered for 
the primary purpose of targeting, identifying, 
and preventing potential terrorists and terrorist 
weapons from entering the US. It is a weighted 
system that searches an extensive database and 
presents the probability that a vehicle or pas-
senger presents a risk. Every traveler and all 
shipments are processed through ATS, and are 
subject to a real-time rule based evaluation. ATS 
receives various data in real time from the fol-

lowing different CBP mainframe systems, such 
as the Automated Commercial System (ACS) 
or the Automated Export System (AES). Lastly, 
ATS collects data from foreign governments 
and certain express consignment services in 
conjunction with specific cooperative programs.

In addition to its risk-based assessment 
system, ATS provide a graphical user inter-
face (GUI) for many of the underlying legacy 
systems from which ATS pulls information. 
This interface improves the user experience 
by providing the same functionality in a more 
rigidly controlled access environment than the 
underlying system. This system has proven ef-
fective to help identify individuals smuggling 
drugs and humans into the United States. For 
large vehicles such as semis and trucks, customs 
also operate a Vehicle Inspection X-Ray System. 
This system can be fixed at the border crossing 
or mobile (truck based). The X-rays taken by this 
system are capable of detecting drugs, smug-
gling, or other illicit material (such as banned 
agriculture items) that have been hidden in a 
vehicle. When a suspicious X-ray is viewed, 
agents conduct further hands-on searches, often 
with aid from drug/bomb sniffing dogs.

On the Mexican side of the border, two are 
the main systems in use. The Customs Automat-
ed System (SAAI), which keeps track of imports 
and exports, and the Vehicular Control System 
(SIAVE), which was recently implemented to 
identify vehicles carrying guns or other illegal 
products into the Country (Secretaría de Ha-
cienda y Crédito Público, 2007). During the 
last years, new screening technologies have 
been installed in four pilot sites in the country, 
but there is still an important need to invest in 
infrastructure to improve customs administra-
tion activities. There is currently an ambitious 
plan to invest in the necessary infrastructure, 
which has started with investments in buildings 
and other facilities (Secretaría de Hacienda y 
Crédito Público, 2007).
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KEY CHALLENGES 
AT THE BORDER

In addition to identifying the key border security 
technologies listed above, the field study also 
sought to determine specific issues currently 
impacting security operations at the border. 
As part of the initial meetings at the Univer-
sity of Arizona, agents from each organization 
collaborated to identify the top ten challenges 
facing border security personnel in the field. 
Subsequently, individual agents were asked 
to rank each challenge based upon personal 
experiences and provide specific examples to 
support their ranking. From their responses, we 
identified common areas of concern that could 
potentially impact US-Mexico collaboration 
efforts. Table 1 summarizes the top ten issues 
with the hopes that it will spur discussion on 
how these issues can be addressed from a 
multinational viewpoint as well as illuminate 
potential problems in US-Mexico collaboration. 
Subsequent sections provide additional detail 
for the top five.

First of all, without exception, all agents 
we interviewed called for better inter-agency 
coordination, especially when it comes to in-
formation sharing. Roles and responsibilities 
in the field are fairly well defined. However 
the agents believe that better coordination at 
political and other high levels of leadership 

would improve information sharing, resource 
allocation and planning. The agents’ concerns 
were specifically addressed toward internal US 
agency coordination, but this issue is likely to 
be a thorny one for cross-national organiza-
tions as well. While several agents admitted 
that limited information sharing with Mexican 
authorities exists, most interviewed expressed 
reservations about the amount and type of 
information being shared.

The second most prominent issue identified 
by border security agents is IT system integra-
tion, especially when it involved managing 
disparate databases. Every organization within 
Homeland Security develops and maintains their 
own set of databases for tracking information 
relevant to their organization. Each organization 
is also very protective of who can access their 
information. Worse still, when one database is 
updated, related information in another data-
base is not automatically updated. Also, when 
a database is shared, it is not integrated, thus 
forcing agents to use multiple login/password 
combinations and hindering efficient informa-
tion sharing. Agents reported that due to lack of 
access to all databases they occasionally were 
unable to ascertain the legal status of migrants 
entering the country, particularly if the migrant 
has a criminal record. Unfortunately, sharing 
this data and databases across borders and 
governments is even more problematic.

Table 1. Top 10 agent concerns for border security operations 

Rank Category Avg. Rank STD

1 Inter-agency Collaboration 2.17 2.25

2 IT System Integration 3.67 1.72

3 Communication Technologies 4.67 2.87

4 Process Improvements (including SOP revisions) 5.25 2.77

5 Technological Tool Development (including detection tools) 5.39 2.67

6 Political Advising & Policy Revision 6.00 3.93

7 IT System Development 6.30 2.30

8 Managerial Realignment 6.58 3.20

9 Training Curriculum Improvements 6.67 2.10

10 Security and Systems Protection 7.75 2.05
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The third biggest security concern is field 
communications. Current improvements in 
securing communications had the unfortunate 
byproduct of occasional communication out-
ages. Further complicating the issue is that many 
border security agencies cannot talk directly to 
local law enforcement. As a result, many agents 
carry field radios, cell phones, and blackberries 
to enable mobile communication with everyone 
with whom they need to coordinate. All agents 
interviewed requested a single, reliable voice 
and data communications system for use in the 
field. In terms of data communications, numer-
ous agents expressed the need to transmit and 
store large amounts of video, sensor, and bio-
graphical data (fingerprints/photos) for future 
analysis, which is not adequately supported by 
the current architecture, particularly between 
individual agents in mobile vehicles and sta-
tion headquarters. Cross border communication 
poses an entirely different set of technical, policy 
and security concerns.

The fourth major issue agents stressed 
was the fact that Standard Operating Proce-
dures need to be improved, particularly when 
multiple agencies are involved. This often is 
a highly political issue, especially when the 
coordination involves processing, detention, 
prosecution and/or deportation of illegal im-
migrants. Each agency theoretically obeys the 
same DHS directives and US laws, but inter-
pretation of what is acceptable in the field can 
vary between organizations. The agents would 
like stronger leadership and inter-agency cohe-
sion in this area.

Finally, for the fifth concern, agents 
indicated they would like to see technology 
fielded that will aid in the detection of hostile 
intent, criminal backgrounds, or even outright 
deception when interviewing apprehended il-
legal immigrants, especially in the field. The 
agents’ concern was that whatever technology 
is developed must be practical, useful, and 
impose no additional burden on the already 
over-tasked agents.

In Mexico, the 2007-2012 Plan for Cus-
toms Modernization (Secretaría de Hacienda y 
Crédito Público, 2007), the Customs Mexican 

Administration recognized the following im-
portant challenges: the lack of a shared strategy 
among key agencies, problems related to process 
improvement and organizational redesign, and 
problems related with fragmented information 
and outdated information systems. In contrast 
to their American counterparts, Mexican au-
thorities also stress the need of improving the 
regulatory and legal frameworks as a challenge. 
There was much less concern related to the 
screening of individuals because there is almost 
no screening for people who crosses the border 
from the US into Mexico (Olson, 2010).

A MODEL FOR INTEGRATING 
POLICY AND TECHNOLOGY 
DEVELOPMENT

As demonstrated in the previous section, there 
are a multitude of issues and challenges in-
volved in improving border security. However, 
we believe that in order to develop appropri-
ate solutions for the challenges, we need to 
develop more specific modes of collaboration 
to coordinate the implementation of policy 
and technology at the border. Obviously the 
development of the innovative technologies 
will not alone solve border security issues, 
especially in a multinational collaboration 
environment with frequently asynchronous 
technological capabilities. Likewise, no single 
policy decision will remedy all border security 
problems. However, it is possible that effective 
integration of technology with border-related 
policies may significantly improve the desired 
impact of both. Unfortunately in the past, policy 
decisions and technology development have 
taken divergent paths, with one ultimately 
undermining the other. Therefore, we propose 
a new model for US-Mexico collaboration 
that blends the policy making process with the 
process of developing emerging technologies 
to enhance effective decisions at the border. In 
order to be effective, the process presented in this 
framework needs to take place inside a network 
of organizations from both sides of the border, 
including representatives from the public and 
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private sectors, local, state and federal govern-
ments, universities, research centers, as well as 
the public (Ansell & Gash, 2007; Dawes et al., 
2009). The process involves and is influenced by 
political and economical factors both inside the 
network of organizations and from the context 
where the network operates.

Policy Development 
Considerations

Border security policy development has proven 
to be a constant and continuous endeavor, un-
dertaken with the presumed goal of benefiting 
all actors on both sides of the border. It involves 
considering social, economic, legal, and envi-
ronmental issues and often requires delicately 
balancing competing interests in order to ensure 
the public good (Benítez Manaut & Rodríguez 
Ulloa, 2006). Looking at these issues through 
the theoretical lenses of the extension of the 
Brunet-Jailly theory and previous experiences 
on other border problems (Cresswell et al., 
2009; Navarrete et al., 2009), indicates that 
some of the trust issues can be overcome by 
developing bi-national agreements that promote 
changes in the incentive structures of organiza-
tions working across borders. The purpose of 
these incentives is to facilitate collaboration. 
Moreover, by establishing and working in the 
legitimacy of transnational inter-organizational 
networks, these networks can work through the 
technical and social issues related to informa-
tion sharing. Trust and knowledge develops 
inside the network thereby creating value to the 
communities involved in the problem. Policy 
decisions can have enormous impacts on the 
types of technology developed and how they 
are implemented.

For the purposes of this paper and develop-
ment of our proposed model, policy develop-
ment can be broken down into the following 
three steps. First, we clearly need to verify, 
define, and detail the problem. Many times 
the border security objectives are not clear or 
even contradictory. Moreover, stakeholders 
frequently have competing values related to 

the problem and feasible solutions. Clearly, 
identifying the problem to be resolved requires 
the identification of main stakeholders who 
need to build understanding about the problem 
and realistic evaluation criteria (such as cost, 
net benefit, effectiveness, efficiency, equity, 
administrative ease, legality, and political ac-
ceptability). Finally, we must adequately iden-
tify alternative policies.

The second step consists of policy imple-
mentation. Implementation is a deliberate and 
sequential set of activities directed toward 
putting a policy into effect. It consists of 
organized activities by the core network of 
key stakeholders toward the achievement of 
goals and objectives articulated in authorized 
policy statements. Finally, policies need to be 
evaluated. Although policy evaluation is quite 
rare because of political reasons, an important 
component of the policy process involves as-
sessing the effectiveness of both the policy 
itself and the associated technologies created to 
support its implementation. Policy evaluation 
may ask deep and wide-ranging questions, such 
as: Was the problem correctly identified? Were 
any important aspects overlooked? Were any 
important data left out of the analysis? If so, 
did this influence the analysis? Were recom-
mendations properly implemented? Is the policy 
having the desired effect? Are there any needs 
for modification, change, or re-design? What 
should be done differently next time?

Technology Development Process

Similar to policy development, technology de-
velopment cannot be undertaken in a vacuum. 
All too often technology is developed in a lab 
and rushed to rapid implementation without con-
sideration for the needs of the individuals in the 
working environment. The new technology may 
not have reached sufficient maturity to warrant 
deployment and it may even be in conflict with 
existing policies or already fielded technology. 
New technologies might take many years to 
emerge from laboratories and find its way into 
the field. As it pertains to electronic markets, 
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this rush negatively impacts the business value 
of the technical investment. Consequently, 
we propose developing new border security 
technology within the following framework.

The first phase of technology development 
involves the proof of concept, which requires 
building and testing a prototype system un-
der laboratory conditions to determine if the 
proposed technology actually works. While 
the prototype is not intended to be scalable or 
full-featured, it is expected to have sufficient 
development to adequately model the final ver-
sion in order to demonstrate the concept will 
work while gaining greater insight into the ca-
pabilities and limitations of the new technology.

The second phase of technology develop-
ment is proof of value. This phase includes tak-
ing a revised prototype to the field and measuring 
whether the users are more productive with the 
system. In this phase the technology is placed 
in an operational field environment and oper-
ated by actual users. Far too often promising 
technology encounters unexpected difficulties 
in the field or even proves to be burdensome 
to the users. In this phase, it is important to 
measure and gauge the value afforded the users.

The final phase of technology development 
involves the proof of use. Typically this phase 
involves broad fielding and continued use by 
many users. In the case of border security, 
proof of use would equate to deployment of 
the technology across the border and finding 
that border security agents actually using the 
technology in support of border security. It 
is possible for technology to prove valid and 

useful, but not be widely accepted and used. 
Politics, newer technologies, or even lack of 
personal or organizational willpower can cause a 
proven technology to fail the proof of use phase. 
However, a collaborative process involving a 
network to follow-up through the process has 
been an effective way to ensure the usefulness 
of technologies (Dawes et al., 2009; Goldsmith 
& Eggers, 2004; Luna-Reyes et al., 2008)

Integrating Policy and 
Technology Development

Finally, policy and technology development 
cannot be developed independently. While each 
requires its own process as shown above, we 
believe the two processes should be integrated 
to ensure selected policy and technologies are 
compatible and implemented in an effective 
way that meets the stated goals (e.g., border 
security). Policy decisions must not prematurely 
rush under developed and unproven technology 
to the field and selected technology must meet 
stated policy goals. Only a coordinated effort 
between the two will allow policy and technol-
ogy to improve border security and maximize 
the effectiveness of both. Figure 2 illustrates 
the close coordination required between the 
policy and technology development processes.

Under this model, results from technolo-
gies that have successfully passed the research 
laboratory proof of concept and field studies will 
serve as inputs into policy decisions, especially 
as those decisions relate to implementation 
plans. Policy decisions will then be based on 

Figure 2. Policy – Technology integration model
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empirical evidence, not simply interesting or 
fashionable technology and will translate into 
sound implementation decisions for the field. 
However, the process does not end there. Once 
an implementation decision has been made, 
proof of value will be evaluated. For technolo-
gies that demonstrate clear value, the technology 
will be continued through proof of use. Unsuc-
cessful technologies will also then serve as 
new policy inputs and will guide future policy 
decision. We believe that marrying these two 
processes will ultimately result in a harmony 
between policy and technology implementation 
in support of collaborative border security. All 
this development needs to be understood as 
happening in a context of specific cross-border 
communities with local civic, political and 
economic interests (Brunet-Jailly, 2005). In 
fact, it is this particular network of actors who 
participate in the process of technology devel-
opment, information and knowledge sharing 
(Navarrete et al., 2009).

POLICY RECOMMENDATIONS 
AND FUTURE RESEARCH

The importance of the US-Mexico border to 
both nations cannot be overstated. A smoothly 
operating border is critical to the economic 
propensity, domestic protection, and national 
security of both countries. The border is a mi-
lieu of competing interests in many different 
problem areas related to economic trade, health 
and the environment. Considering the problem 
area of economic flows (Brunet-Jailly, 2005), 
particularly the flows of people and products, 
maybe the most relevant competing interests are:

• Allowing access for lawful economic and 
immigration purposes;

• Securing the border against illegal activity.

Thus, one of the most challenging aspects 
of border operations is to distinguish criminals 
from economic-seeking expatriates, while at the 
same time limiting interference with legal and 
vital commerce. This can be most effectively 

accomplished via cross-national collaboration. 
Currently, there are gaps in both the technologi-
cal infrastructure and international agreements, 
which limit the efficiency of border collabora-
tion. This paper highlights the need for greater 
trust, better understanding of the current con-
ditions on both sides of the border, innovative 
governance structures, effective leadership, 
interoperability and more effective information 
sharing between all parties. It also emphasizes 
the need for close coordination between border 
security policy and technology development.

From a process perspective, the ITAIDE 
project in the European Union is closely related 
to the Technology Integration Model and inter-
organizational collaboration and governance 
ideas presented in previous sections of this 
paper. The ITAIDE project Living Labs are 
examples of networks of organizations working 
together to better understand their problems 
and create and test solutions and standards. 
Moreover, the design science approach appears 
to be an appropriate way of producing knowl-
edge inside these inter-organizational networks. 
However, as in any other collaboration effort, 
it is very likely that different networks will 
have different levels of success, and it is still 
important to continue creating theories that 
contribute to more successful collaborations 
(Dawes, Cresswell & Pardo, 2009). Moreover, 
it is also important to consider that the ITAIDE 
project takes place in a very different context 
to the US-Mexico border.

In conclusion, we offer a brief list of con-
crete policy proposals, actions and next steps 
related to these border proposals:

1.  To promote effective collaboration across 
the border, we believe that both countries 
need to promote an institutional design 
to analyze the border control problem 
and alternative solutions. A network of 
organizations appears to be an effective 
governance design to start working on this 
problem. Such a network should include 
representatives from the three levels of 
government, private organizations, uni-
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versities and other non-profits interested in 
several aspects of border control, similar 
to the ITAIDE project. Although the effort 
could be initially started by an organization 
in either US or Mexico, we are convinced 
that the most effective governance design 
will lead to a shared responsibility by two 
main organizations, one on each side of 
the border;

2.  We believe that the initial efforts of the 
network should be oriented to two main 
sets of activities. The first set of activities 
is related to developing working principles 
and to build legitimacy of the network. 
Other inter-organizational networks have 
developed such legitimacy on the basis of 
its formal inclusion in bi-national agree-
ments as advisory boards, and through 
the collaborative development of bylaws 
in which they define the main rights 
and responsibilities of its members. The 
second set of activities is related to start 
developing a common understanding of the 
complexity of border control and security 
by identifying and characterizing its main 
problem areas. One problem area, for ex-
ample, could be the asymmetrical situation 
in terms of information technology and 
systems infrastructure across the borders, 
or differences in incentives promoted by 
current legislation in both countries;

3.  As mentioned in several parts of the paper, 
developing trust is crucial for the success 
of border security initiatives. In accordance 
with the frameworks presented in the paper, 
we believe that international agreements 
play an important role in providing some 
basis for collaboration (i.e., institutional 
trust). However, working together to de-
velop projects and solve problems is the 
best way to build strong trust. In this way, 
the network may play again an important 
role in the trust building process, and 
choosing a problem or project in which 
is possible to show early positive results 
has been shown to be an effective way to 
accelerate the development of trust in many 
inter-organizational networks;

4.  When technology plays a role in the de-
velopment of potential solutions to specific 
problems, the prototyping approach that 
we described in Figure 2 has proven to 
be an effective way to either choose or 
develop the most appropriate technology 
for the problem situation. Moreover, the 
approach is effective to help participants 
to develop a shared understanding of the 
problem, and the intertwined interactions 
between policy, managerial and technical 
aspects of the solution;

5.  Technical measures must be addressed to 
solve the heterogeneity of IT systems and 
information exchange across borders. Inte-
grating disparate data is not a new problem 
or confined to cross-border information 
sharing. Well-known approaches and 
standards (e.g. XML, SOAP) should be 
applied to the border contexts in order to 
overcome the heterogeneous systems. The 
deployment of these types of technology 
should be married with development of 
appropriate information sharing policies. 
By applying well-known technical solu-
tions and proactive policy, the sharing of 
data across borders could be overcome;

6.  It is paramount that new border technolo-
gies be based on objective science and not 
on political currents or racial biases. The 
goal must be to facilitate border cross-
ing, assist border personnel, and to limit 
subjective judgments and improper profil-
ing. Any technologies that are developed 
must be examined and incorporated into 
existing screening decision processes and 
border constraints. We suggest following 
the methods and standards of the design 
science approach;

7.  We propose that a border technology ma-
turity model be developed as a standard 
means to evaluate cross-border security 
and information systems. The model would 
need to incorporate both technical and 
policy considerations and could be tied 
to the stages outlined in Figure 2. Tech-
nologies would be evaluated under both 
technical and policy lenses and both aspects 
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would have to be addressed to advance a 
technology in the maturity level. Technical 
maturity would be gauged based on the 
paradigm of “proof of concept”, “proof 
of value”, and “proof of use” as described 
above. Policy maturity would be based on 
the three steps defined above: problem to be 
solved, policy implementation, and policy 
evaluation. The maturity model could be 
used to assess current and planned technical 
solutions and would provide guidance for 
the industry. The model could also function 
as a decision tool for policy makers.

As pointed out in the paper, specific re-
search on transnational technical infrastructures 
and collaboration is scarce. Such research is 
needed to better understand the complex rela-
tionships between our countries, and to align 
our goals and efforts to accomplish shared 
goals. The US and Mexico have a long, cher-
ished, and important relationship. Improving 
trust and collaboration across all levels of 
border interaction, objectifying and improving 
border-screening technologies, and dramati-
cally improving information sharing will ensure 
that this vital relationship remains strong, ef-
fective and seamless. The main actors of these 
collaboration efforts are public officials, but 
their actions need to be supported by research 
in areas related to the local culture of border 
regions and the interdependencies of our two 
nations in terms of the interchange of goods and 
people. It is likely that in the process we will 
need to redefine our concepts of sovereignty 
and our perception of people across the border.
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ENDNOTES
1  Article 11 of the Mexican Constitution gives 

Mexican citizens the right of entering or leav-
ing the Republic, traveling through its territory 
and change place of residency without the 
need of a Laissez-passer, Passport or other 
similar requirements. This individual right is 
subordinated to judicial authorities in cases 
of criminal activities and to administrative 
authorities on the basis of limitations imposed 
by, for example, health or migration laws.


